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Abstract

Smart Campus is an entity of any kind that uses technology and infrastructure to
support and improve its processes, so people can use them better. This paper
reviews the literature to contextualize the Internet of Things and its vital importance
for the Smart Campus, as well as its relationship with the concepts of cybersecurity
and wireless sensor network. We describe the various interrelationships, tendencies,
and future development of a Smart Campus, as well as the differences and
similarities with the emerging concept of Smart University. This review revealed that
the Internet of Things is involved in all fields and can influence and improve the
university’s processes to contribute to decision-making, technological development,

and academic learning. To conclude, Smart University focuses on improving the
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infrastructure of universities through technology, with the main purpose of enhancing
the quality of the education provided by institutions.

Keywords: communication system security; Internet of things; security data; smart

campus; wireless communication.

Resumen

Un Smart Campus es una entidad de cualquier tipo que utiliza la tecnologia para
apoyar su infraestructura y sus procesos, con el fin mejorarlos para el uso de las
personas. El propdsito de este trabajo es presentar una revision de literatura, en
donde se contextualiza el internet de las cosas y su vital importancia para el Smart
Campus y su relacion con los conceptos de ciberseguridad y red inalambrica de
sensores. Se presentan las diferentes interrelaciones, tendencias y desarrollo futuro
del Smart Campus, asi como las diferencias y similitudes con el concepto emergente
de Smart University. Esta revision reveld que el Internet de las cosas se involucra
en todos los campos y puede influir en los procesos de una universidad para
mejorarlos, ayudar en la toma de decisiones y apoyar el aprendizaje académico y el
desarrollo tecnoldgico. Se concluye que Smart University no se queda en mejorar la
infraestructura de las universidades a través de la tecnologia, pues su fin principal

es mejorar la calidad de la educacion impartida por las instituciones.
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|. INTRODUCTION

Technology has generated main changes in society, like 10T (Internet of Things) is
doing it nowadays. Technology enables objects to connect and thus offers control
and better performance of things. 10T embraces everything, therefore, generates
subfields of this concept. This article addresses the main |oT subfields and their
applicability to generate future revolutions, as well as the use of 10T to improve the
university’s processes and overall education. The main objective of this article is to
explain the applicability of IoT to develop Smart Campus and its influence on
security, using as a referent the Universidad Francisco de Paula Santander Ocafia

(UFPSO) located in the department of Norte de Santander, Colombia.

The Internet of Things (I0oT) is a complex network that connects millions of devices
and people with multiple services and objectives, through multi-technology, multi-
protocols, and multi-platforms [1, 2]. The main vision of 0T is an intelligent world
where the real, digital, and virtual converge to help all areas of daily life [3, 4]. Society
is full of changes and IoT might have an important role in future changes, but IoT will
only be applicable when it becomes a much more developed, robust, resistant, safe,

and easy to understand concept [5, 6].

Understanding internet’s governance as the development and application by
governments [7], the private sector, and the civil society could argue whether this
governance applies to IoT. However, it seems evident that the governance of loT
should be discussed along with the general Internet. Several 10T problems, such as
security, interoperability standards, and protocols can be solved by implementing

governance mechanisms, like occurs for the Internet in general [8].

Applications developed under the IoT umbrella are more convenient to people, but
if the security of the information is not guaranteed, problems would arise. In addition,

IoT not only stores information, but also connects users between platforms, allowing



an attacker to collect personal information from people and devices [9, 10]. For
instance, an IoT system was implemented to treat diabetes, which impacts directly
the patient’s daily welfare; because the system handles the patient’s information, the

network security is critical from a personal security perspective [11].

This article is divided into three main sections: (i) the methodology used to select
articles, magazines, books, and literary reviews; (ii) the literary review that analyzes

the selected papers; and (iii) the conclusions based on the Smart Campus.

Il. METHODOLOGY

For this study, we used a descriptive methodology, beginning with a general
database search on the subject by using the keyword “loT”. Afterwards, we
combined the main keyword with others to reduce the number of articles linked to

our field of interest. [12]

We used the ACM, Scopus, and ScienceDirect databases because they are among
the most relevant resources the UFPSO can access. We considered articles,
literature reviews, lectures, and books when selecting the documents to be analyzed.

The search and selection process were determined by the following considerations:

e The main search keywords were Internet of Things (loT), sensor networks
(WSN), cybersecurity, and Smart Campus [13-15].

¢ We limited the search to articles, journals, and reviews, among others, published
since 2013 to analyze the most recent developments and research about this
topic.

e We limited the research to the areas of computer science, energy, and
engineering.

e Constraints related to authors or research journals were no taken into

consideration to access more topics and concepts.



I1l. LITERATURE REVIEW

IoT must have a security chain in the connections and in the privacy of the assets,
which can be solved if it has security policies, restart mechanisms, secure software,
and bug reporting systems, as well as methods to discover and reshape
vulnerabilities [16, 17]. The four main loT connectivity models are (i) device-to-
device, (ii) device to the cloud, (iii) device to gateway, and (iv) data exchange through

back-end. These models give IoT flexibility in connecting their devices [18].

The company BITAG suggests considering issues such as encryption, software
update, and system validation against vulnerabilities when developing IoT, in
addition to follow the best practices for security and encryption. Regarding the
specific 10T system, it should have backup measures or continue working in case

connection problems and power failures arise [16].

the necessary requirements to offer quality 10T systems are (i) heterogeneity, which
refers to the management of various devices, systems, and services, (ii) scalability
to adapt to changes without losing the quality of the system, (iii) minimization of costs
to apply economic but highly functional systems, (iv) flexibility to integrate new
devices and reprogramming, (v) quality of service (QoS) that the system must offer
to its stakeholders, and (vi) secure environment that offers robust communications,

authentication, encryption, privacy, and confidential transfer [19].

One of the most relevant technologies applied to 10T is the Internet protocol ipv6,
which is one of the bases for its proper functioning. Since the ipv6 has a greater
number of addresses, it can deal with all the devices expected to connect [20]. Based
on the IPV, the 6LowPAN is created, which is a standard that uses ipv6 to allow

sensor networks to communicate with other IP devices [21, 22].



A. 10T evolution

IoT is a technology that advances at a rapid pace based on the automation of tasks;
for this reason, analyzing the design principles for cloud environments is necessary,
as well as taking advantage of known technologies such as sensors and standards,
like W3C semantic sensor network ontology, a service provision scenario that can

generate smart campuses [23, 24].

B. Wireless sensor networks

Wireless sensor networks (WSN) are composed by sensor nodes distributed to
collect information. The constant flow of data handled in the wireless environment
makes the system vulnerable to attacks at different levels; therefore, Suspect
Detection Systems (SDS) are important for data protection [25-27]. One of the main
disadvantages of the networks of nodes or sensors is the elevated energy
consumption; an easy way to save energy is to make the devices to interact with the
connection through rules or protocols, minimizing the connection time, and allowing
the connection only for delivering urgent data [28, 29]. Projects focused on
connections between sensor networks have proposed the use of dynamic keys as a
solution to offer more security when people log into devices that belong to the loT
system [30, 31].

Sensor networks must have a QoS that supports and offers a reliable system. QoS
is the ability to guarantee that the required service for the network is supported;
although it can also be seen as the ability of the network to customize the treatment
of specific classes of data. The characteristics that a network must meet to offer QoS
to a network of sensors are priority, periodicity, term, availability, reliability,

confidentiality, security, latency, variation, and recovery of failures [32, 33].



C. Cloud computing and big data

IoT collects a large amount of information from the sensors and handles the
information that must be stored. According to the amount of compiled information,
some researchers argue that a new family of data mining algorithms is necessary to
help with the decision-making [34, 35]. The cloud service storage model is one of
the most accepted for working with big data through the web and networks. However,
many cloud users are worried about the access that cloud operators have to their
high sensitive data. For problems like this, cryptography with the Security-Aware
Efficient Distributed Storage system, designed to obtain an efficient massive
distributed storage service and high-level security protection, has been proposed to
encrypt all the data and distribute it across the different servers in the cloud without

causing large overhead and latency [36, 37].

loT aims to transform and improve the quality of health service by optimizing medical
care, reducing costs, and providing good and fast care in urgency cases; this is
achieved by cloud computing, taking advantage of wireless broadband coverage and
the wide use of smartphones that allow monitoring and diagnosing the patient
remotely [38]. 10T processes aligned to the cloud generally work with a layer of cloud
processing, which hosts a multi-agent architecture, a database, and an ontology
used by agents to increase the general reliability and interoperability characteristics
of cyber-physical systems, and a web server that allows any device with Internet
connectivity to access stored data [39, 40].

D. loT in data security

With the increasing number of devices connected to the internet, the chances of
finding vulnerabilities increase, so the target of cybercriminals will be 10T devices.
Due to a poor design, I0T devices may present vulnerabilities that expose the user’s

data leaving the information unprotected. The main issue is that people are



becoming more dependent on IoT systems for many services. Therefore, these
devices should be more secure [18, 41, 42].

The major security problems of IoT focus on insecurities: (i) unsafe networks,
because they are generally open, allowing intruders to access through the device’s
MAC address, perform “Man in the Middle” or “Deny of Service” attacks, (ii)
authentication practices, because the hardware used in loT often has limited
capacities, which generates insecurity in connections, authentications, and

dissemination of information [43].

Security solutions have already been considered as frameworks that focus on
security and privacy designed from other models, those models are adapted to work

on 0T [44, 45]. Below, we list several proposed solutions on security of loT systems:

e Diverse ways to fortify security as a model of differential game that determines
the optimal amount of network resources to invest in the security of the system.
This proposal considered the vulnerability of the information as the main variable
of the model [46].

e Solutions based on the study of anomalies to prevent attacks to the IoT system.
These solutions work from a neural network that takes various data sets as input
parameters, covering both valid and invalid cases, to detect any anomalous
behavior and prevent its propagation. Furthermore, this solution acts as a health
monitoring system for the 10T sensor nodes, analyzing the transmitted data and
sending it to a base station, which in case of failure, the valid sensor node can
stop functioning and transmit invalid data to a base station [47].

e One of the solutions designed for information security in 0T systems is the proxy,
which controls the traffic generated by the devices in the network. The proxies
proposed for this type of 10T systems use an algorithm that allows them to have
their messages encrypted, delivering the data without knowing the recipient, thus
offering one more level of security to the system. [48].



e The cloud has also been used for teaching cybersecurity, allowing teacher and
student to use resources more appropriately, and providing controlled and safe
environments by enabling instructors to monitor [49, 50]. These types of cloud
use can favor the development of Smart University; in addition, they have been
used to develop systems in virtual environments that help learning and decision-
making for developments focused on loT [51].

e The chip AWS-ECC508 was designed to make devices safer at least for
developers who use Amazon's IoT cloud, and to offer end-to-end security
between the 10T device and the cloud infrastructure; the device uses Amazon's

authentication system [52].

E. Impact of loT on energy consumption

IoT can contribute to the field of energy management, which is where companies
and natural persons usually have the highest operating expenses. However, the
regulation of energy use is linked to social responsibility of green areas, regulatory
requirements, and financial results. In particular, 10T is great meeting these needs,
with developments such as BMS that are centralized systems that monitor, control
and record construction services systems, such as mechanical systems, elevators,
electrical systems, HVACs, lighting, plumbing, security/surveillance, and
contingency alarms. It is noteworthy that larger facilities can achieve greater relative
efficiency gains, based on the idea that more wasted energy encourages more
saving possibilities [53, 54].

0T revolutionized the energy sector, managing electrical networks with devices that
transfer secondary workloads to low hours; where tariffs are lower, it is possible to
save up to 20%, and to manage micro networks by using online devices [55].
Managing energy through loT allows thinking in terms of providing accurate
information about the CO2 emissions resulted from the production processes. The

energy awareness questions are grouped into three levels: conscious energy at the



operation level, conscious energy at the product level, and conscious energy at the
order level, which if treated with 10T can reduce the energy costs, and the CO:2
emitted throughout the production [56].

F. Smart Campus and University

The Smart Campus, a concept that arose since the emergence of the new loT fields,
is an entity of any kind that uses technology and infrastructure to support and
improve its processes, so people can use them better. The Smart University concept
derived from the Smart Campus concept [57], and refers to the integration of
computing in the cloud and the IoT, providing smart campuses that help managing,

teaching, and researching in universities [58, 59].

The main advantages of Smart University are (i) to know the traffic of people in
relation to the university, (ii) to control the academic flow (classrooms, class hours,
and faculties, among others), (iii) to analyze risks and decision making through
statistics, (iv) to systematize all processes, and (v) to reduce energy consumption
[60]. For example, Wang [61] proposed to construct green campus with 10T
concepts, developing an architecture to manage the application systems that provide
data to computer labs to facilitate the decision-making process, and thus reduce the
energy consumption. Other examples are the project focused on developing
architecture for an intelligent library based on RFID technology that protects and
standardizes the selection of books in Donghua University [62], and Smart Uji that
unifies all the information of the Jaume | University in Castellén, Spain, which is a
Smart Campus focused on locating areas of interest and consulting useful
information, through maps on responsive web pages; this Smart Campus serves as

a foundation for implementing new functionalities in the university [63].



loT is involved in everything and influence the processes in a university, helping to
improve them regarding the decision-making, technological development, and

support in academic learning.

IV. DISCUSSION

Among the loT fields, it is important to highlight the difference between Smart
Campus and Smart University. According to their future projection, they might be
fairly the same, but they have different approaches: Smart Universities focus on
applications to improve infrastructure and the provision of academic services,
whereas Smart Campus is applied by entities outside education with economic

purposes.

Many literature reviews consider that security is the weakest point of 10T, due to the
standardization issues and to the fact that the technologies intended to solve loT
problems do not offer enough security for the information that may pass through the
IoT system. However, solutions for each 10T problem are starting to arise, as we
have expressed in this article. The next step is to implement and improve these
possible solutions.

Currently, encryption is proposed to solve the issues of information transmission
through radio frequency; however, other potential solutions come with specific
hardware, such as the AWS-ECC508 chip; the implementation of this solution will
begin in the near future. Surely, in the future there will be web development
frameworks that support loT-based systems, specific frameworks for statistics, and
information presentation, among other features that manage loT systems; artificial
intelligence will also help the treatment and decision-making of the data that IoT

handles.



V. CONCLUSIONS

Universities should pay attention to the following fast-growing loT fields for
developments in the loT and Smart University: (i) health, (ii) industrial processes, (iii)

agriculture, (iv) mobility, (v) safety, and (vi) smart homes.

The Smart University generation focuses on improving the university infrastructure
through technology, aiming at improving the quality of education provided by the

institutions.

The solutions given to safely develop loT must be standardized because the
independent realization of frameworks and methodologies can present a problem to

focus security solutions.
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