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Abstract

Cloud computing is an emerging solution that responds to the concept of
Smart University; it aims at offering an intelligent environment of business
continuity for the actors of an educational center. This research offers a
recovery plan of educational services in case of disaster, through an action
research, which analyzed free software for cloud computing, focusing on
Enterprise File Synchronization and Sharing (EFSS). To achieve this, the
implementation was placed in a local scenario (Linux Apache, MySQL, PHP,
LAMP), and stress tests were performed on three applications: Nextcloud,
Seafile and Pydio. Nextcloud had more consistent and better results than the
other two applications; however, it lacks a system that allows synchronizing

two Nextcloud instances. To solve this, we developed a routine aimed at
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providing an environment that monitors the hot site where the application is
hosted and, from time to time, synchronize the instance to avoid data loss
during disaster events. Afterwards, we configured a second application on a
cold site that is alert to a possible service breakdown, so it can respond and
sent immediate alerts. Finally, the usability of the routine was evaluated, and
the disaster recovery plan for the EFSS was assembled, to offer a continuity

of the educational services that are running in these environments.

Keywords: business continuity; cloud computing; disaster recovery;
educational technology; information technology; open source.

Resumen

Las nubes computacionales son una solucion emergente que responden al
concepto de Smart University, para proporcionar un entorno inteligente de
continuidad del negocio para los actores de un centro educativo. Esta
investigacion propone un plan de recuperacion de servicios educativos en
caso de desastres, aplicando la metodologia de Investigacion-Accion, que
incluye un analisis de nubes computacionales de software libre, al enfocarse
en los sistemas de Sincronizacibn y Uso Compartido de Archivos
Empresariales (EFSS). Para llevarlo a cabo se disefi6 e implementé un
escenario local (Linux Apache, MySQL, y PHP, LAMP). Para su evaluacion y
validacion se realizaron varias pruebas de estrés en tres aplicativos:
Nextcloud, Seafile y Pydio. Entre los hallazgos se evidencié que Nextcloud
tuvo resultados consistentes por encima de las dos opciones restantes; sin
embargo, esta solucion no tiene un sistema que le permita sincronizar dos
instancias de Nextcloud. Para solucionarlo, se desarrollé6 una rutina con el
objetivo de proporcionar un ambiente que monitoree un hot site donde esta

alojado el aplicativo en produccion y, cada cierto tiempo, realice



sincronizaciones de la instancia para evitar la pérdida de informacién en caso
de desastres. Luego, se configuré un segundo aplicativo en un cold site que
esta atento ante una posible caida del servicio, para su respuesta y alerta
inmediata. Por ultimo, se evalluo la usabilidad de la rutina y se ensamblé un
plan de recuperacion de desastres para las EFSS, a fin de ofrecer una

continuidad de los servicios educativos que se gestan en estos entornos.

Palabras clave: continuidad del negocio; nube computacional; software de
codigo abierto; recuperacion de informacion; tecnologia educacional;

tecnologia de la informacién.
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|. INTRODUCTION

The inclusion of Information and Communication Technologies (ICT) in education has
taken a slow and uneven pace, both for their economic and human resources. As a
consequence, in disaster situations there is no response that allows continuing the
processes linked to administration, documentation, tracking, reporting, and delivery of
educational courses. Given this, the computational cloud promises to reduce costs and
offer high availability and long-term continuity [1]. The cloud is considered a model of

flexible delivery of ICT services that provide systems and networks with high transfer rates

2.

The computational cloud arises from the need to build less complex IT infrastructures in
comparison with the traditional technological schemes [3]-[6], in which the technicians

install, configure and improve the software systems, hence, the assets of infrastructure



are inclined to quickly become obsolete. Therefore, using these computing platforms is a
solution for IT users, as an intelligent technology that responds to the Smart Education

model, by offering a robust infrastructure environment.

The vision of Smart University deploys a set of services that focus on large-scale
interactions, conceiving the university as a deeply dynamic and innovative place. To
achieve this, Smart Education has its foundations on smart devices and emerging
technologies [7] that respond to mobile learning. When using devices, it focuses on
learner mobility, in contrast to traditional types of education [8]. Ubiquitous technology
focused on learning can be used anytime and anywhere, without limitations of time,
location, desktop, or mobile environments. Thus, intelligent technologies such as the
computational cloud promoted the appearance of Smart Education. In this way, the
advent of computational cloud has generated additional options for educators and
students, providing them with the means to express their research, studies, and creativity
in a distinctive way [9]. Its application not only alleviates the burden of educational
institutions to manage the complex IT infrastructure, but also leads to great cost savings
[10].

The present study focused on the recovery of services in educational environments, such
as storage, communications, sharing, and file synchronization, by combining elements of
the computational cloud supported by the Smart Education theory, such as the
Synchronization and Use systems: Shared Enterprise File Synchronization and Sharing
(EFSS). This allows us to respond to the particularities observed in disaster situations,
such as the devastating earthquake of April 16, 2016, which left the education sector in
the province of Manabi (Ecuador) out of operation due to the lack of a recovery plan in

these eventualities of force majeure.

The rest of the article has been organized as follows: section 2 describes the state of art;
section 3 synthesizes the applied research methods and techniques, as well as the

activities carried out to bring the work to a successful conclusion; section 4 details the



guantitative evaluation of the EFSS platforms; section 5 explains the start-up of the
experiment; section 6 describes the experimental results of the EFSS implementations,
and the execution of the developed routine in two EFSS instances, the measurement of
the quality of use of the routine, and the discussion of the results obtained; finally, section

7 presents the conclusions and lines of future work based on the obtained results.

Il. RELATED WORK

In various sectors, the use of technology based on file sharing via Internet, among the
users of an organization and in collaboration with others, is becoming more and more
prevalent [11]; therefore, it requires a careful selection of the solution in terms of

administration, security, and costs.

In education, cloud-computing services provide a faster recovery and discovery of
information, allowing students to store and share documents in a more flexible
environment, and remote access to materials between students and instructors [12].
Computational clouds, in services such as Google Drive, Dropbox, Sky-Drive, and iCloud,
offer the user the possibility of storing, reviewing, and accessing files synchronized
among various devices [12], with a limiting use license that requires, among other
aspects, a subscription fee and content restrictions. The main educational activities
conducted in the computational cloud focus on discussing, planning, and using the
interactive applications and services that are carried out in colleges and universities
around the world [4], [13].

With the advent of computer clouds, disaster recovery of data loss is how possible for the
education sector. The traditional techniques used for disaster recovery are very
expensive, and the education sector could not afford it due to limited funds [10]. Scientific
documentation on free computational clouds is scarce, and it is even more limited on
disaster recovery on a free computational cloud. The application of cloud computing in

the educational field is at an early stage in the scientific literature [14].



[Il. RESEARCH DESIGN

This research focused on implementing a recovery plan in case of disasters by using free
computational clouds. To achieve this, we applied the Research-Action methodology,
framed in a bibliographical, descriptive analysis, and in a quantitative/qualitative
evaluation. In particular, we analyzed several free computational clouds and their relation
to the processes that contribute to execute educational programs, when diagnosing the
natural environment where the earthquake of April 16, 2016 took place, at the Universidad
Laica Eloy Alfaro de Manabi (ULEAM), Ecuador.

The quantitative data were collected from experimental tests performed on each EFSS,
which culminated in the development of a routine Shell script under the methodology of
Experimental Software Engineering, specifically based on evidence. The main purpose
was to improve decision making regarding the development and maintenance of software,
integrating the best current evidence of research with practical experiences and human

values [15].

To evaluate the EFSS, we carried out two activities. First, we evaluated and
implemented three open source options: Nextcloud, Pydio and Seafile. Second, we
prepared two test servers with the following characteristics: Intel (R) Xeon (R) CPU E3-
1220 v3 @ 3.10GHz with 4 cores; 4 GB RAM memory; Ubuntu Server 14.04 with a
kernel 3.13.0-85-64-GNU/Linux Ubuntu; two hard drives of 1 terabyte each. Each EFSS
presents a logical layer architecture (Fig. 1), where the client layer is the interface or
front-end of the user, with the services offered by the application. Ubiquity is a feature

present in EFSS, which allows access from anywhere and at any time.
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Fig. 1. EFSS logical layers.

IV. QUANTITATIVE AND QUALITATIVE EVALUATION OF THE EFSS

According to a thorough review of the state of the art, there are more than 100
commercial EFSS solutions in the market [16]. However, due to the nature of this
research, in which the University that served as a diagnosis is public, we framed the

analysis in EFSS of free licensing.

Table 1 compares the characteristics of the EFSS, in terms of synchronization and
storage. The installation requirements of each EFSS focused on an Apache web server,
and the compatibility with databases such as MySQL and the GNU/Linux operating
system. The versions of the EFSS analyzed were (a) Nextcloud 11.0.3, (b) Seafile 6.0.9,
and (c) Pydio 7.0.4; some of the EFSS depend on packages according to the
programming language in which they were developed. After implementing the EFSS, we
installed the monitoring applications to obtain accurate data for the evaluation: (a)
JMeter, an application written in Java open source, tests the performance and functional
behavior of Web applications; we used the 2.13.20 version for GNU/Linux [17]; (b) Cacti,
the front-end for RRDTool, stores data that comes from the RRDTool database and
shows them graphically, as well as stores the data in a MySQL database; we used the
0.8.8 version [18]; and (c) Mrtg, the front end for Snmpd (Simple Network Management
Protocol), which is a daemon that collects information from the computer to make it

available to other users; we used the 2.17.4 version [18].



TABLE 1
EFSS CHARACTERISTICS: SYNCHRONIZATION AND STORAGE

Characteristic Nextcloud Seafile Pydio
S Portable S X Y
g
S Conflict detection \ \ \
-
3 Rename and move files N N N
()
Version control N N N
File protection with additional key \ X \
) ] Multiple-factor
Security / Encryption ISO/IEC 270001:2013 HTTPS/TLS o
° authentication
g Federation Sharing / Integration N X X
o
n A real-time collaborative
B tool; X X
Additional features ) .
Calendar Contacts; (Enterprise) (Enterprise)
Audio-video streaming

To carry out the tests, we assigned three (3) user segments of 1000, 6000, and 15000
threads each, which simulate 1000, 6000, and 15000 accesses of concurrent users,
respectively. We chose these numbers based on the universe of students enrolled in the
ULEAM [19]. JMeter, which is a loading tool to carry out simulations on any software
resource, was configured so that the requests were completed by downloading a file
with a size of 500 Kb.

V. EXPERIMENTATION WITH EFSS IN THE RECOVERY ENVIRONMENT IN CASE OF DISASTER

After evaluating the EFFS, we implemented a synchronization process from the main to
the secondary server; in Fig. 2 the broken line from the user to the current server
represents the transparency that the user will have when switching from primary to
secondary. We focused the tasks on synchronizing the time of the two servers, using as
reference the Network Time Protocol (NTP) service of the Oceanographic Institute of

the Ecuadorian Navy.
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Subsequently, an SQL file from the database called dbnc was generated in the main
server, as well as the file db.md5 in order to check for integrity. We added an entry to

the Linux crontab file, so it would execute every 10 minutes.

On the secondary server, we run another routine to verify whether the http service of the
main server was operating or had failed, and to take the appropriate measures, checking
integrity, transferring data, sending alert messages, and raising the http service. Finally,
we added an entry in the crontab file of the secondary server, so it would execute every
10 minutes (Fig. 3).



#1/bin/bash
#Script que verifica que el estado del servicio del servidor principal
#y levanta el secundario, ademas se asegura de tener una ultima
#copia de base de datos.

# En los comentarios de este script se han eliminado

# intencionalmente las tildes y los caracteres especiales

# Elaborado por Ana Isabel Delgado Dominguez

FECHA=-$(date +%d%m%Y-2%H%M)

cd fvar/www/html/nextcloud/

10. rm -rf dbnec.sqgl

11. rm -rf dbnc_comparar.md5S

12. rm -rf dbnc.mdS

13. rsync -apvr root@a.b.c.d:/ opt/ scripts/dbnc.* .

14. md5Ssum dbnc.sql > dbnc_comparar.md5S

15. mdS_comparar=$(cat dbnc_comparar.md5)

16. md5—%$(cat dbnc.md5)

LONORRUNS

17. if [ "$md5_comparar” = "$Smd5" |:

18. then

19. rsync -apvr root@a.b.c.d: /var/www/html/nextcloud /* .

20. #Verificar estado del servicio http del servidor principal

21. ESTADO=${nmap 67.205.112.196 -p 80 | grep -o open)

22 echo $ESTADO

23. if [ "$ESTADO" 1= "open” |;

24. then

25. echo "servidor entra en produccion”

26. #Se debe implementar funcion de envio de correo de notificacion

27. echo "Servidor secundario ingresa a produccion” | mail -s "Alerta
NextCloud"” anadelgado@gmail.com -r "administrador”

28. mysql --user—usernc db --password=administrador ncdb <
nedb.sql

29. service apache?2 start

30. else

31, service apache2 stop

32, fi

33. else

34 echo "Error al verificar integridad de transferencia verificar lo mas
pronto posible” | mail -s "Alerta NextCloud" anadelgado@gmail.com
-r "administrador”

35. fi

Fig. 3. Routine Shell script for the recovery of an EFSS, in case of disaster.

5.1 Disaster recovery plan incorporating the routine (fragment)
To include the development of the routine within a disaster recovery plan for EFSS, we
worked based on the ISO/IEC 22301 [20] standard, which focuses on Business
Continuity Systems. From the gathering of information to the Central Computer
Coordination Unit of the ULEAM, the planning to mitigate and prevent disasters on the
services around the EFSS was completed in detail. The Government of Alberta

(Canada) developed the template [21].

A. Authorization for the disaster recovery plan}
To elaborate this plan, we informed the highest authority of the Central Computer
Coordination Unit.

Policies: Due to the lack of policies in the Central Computer Coordination Unit of the
ULEAM before the earthquake of April 16, 2016, each department had its own Internet
provider, its own IT staff, and an independent infrastructure depending on the area.
However, the effects of the earthquake were evident, not only in material losses, but

also in school desertion.



B. Scope of the disaster recovery plan

Table 2 describes the critical services in the EFSS.

TABLE 2
CRITICAL SERVICES IN THE EFSS

E .g IT Service or Application Recovery Time Objective, Recovery Point Objective,
(0]
s 2 Name (RTO) (RPO)
)]
Authentication service 10 min
0 Download and upload 10 min
service
0 File sharing service 10 min 0
1 Federation service with other 10 min 60 min
EFSS
0 Instance synchronization 10 min 0
service
e Assumptions

The Disaster Recovery Plan intends to provide the authorities with the information

necessary to resume the EFSS service in an appropriate and timely manner, for the

following scenarios:

EFSS server hard drive failures

Power failures of the data center or the servers cold room

Corrupt database

No Apache service (HTTP)

Total disqualification of the data center, due to any type of disaster

During the failure of the previous points, the secondary server located outside the

institution will be enabled, either in a national or international data center.




The recovery procedures and the estimated time for the RTO (Target Recovery Time)
and the RPO (Time Recovery Point) are based on assumptions that need validation:
¢ Implementation of a secondary server outside the institution with physical
characteristics like those of the main server and equal software configurations
e Transfer of new files every 10 minutes from the main server to the secondary
server
e Backup and verification of the integrity of the database
e The generated script for the transfer and treatment of the database generates
alerts that should be taken seriously.

e Test period to make sure that the solution remains in operation.

C. Test plan
¢ Roles and responsibilities
The Disaster Recovery team, taking into consideration the current IT organization chart,

will conform as follows (Fig. 4):

incident
commander

director

IT incident
manager

IT risk
management

[

Installation
team

development

network
team
infrastructure
and networks

storage team
servers

operations

aplications team
processes

maintenance and
user support

Fig. 4. Adapted IT organization chart.

The order of the individual tests performed before and after the interruption of the service
must be the following:

e DNS and response times tests



e Integrity of database

¢ Integrity of data

e Apache services, MySQL without new features at startup
e User authentication service

¢ File download and upload service

e Directory and file sharing services

B. Verification of usability

In order to measure Usability, this research was based on the ISO/IEC 25000 series
[22], also known as SQuaRE (System and Software Quality Requirements and
Evaluation), which aims to help developing and acquiring products that fulfill the quality
requirements and their evaluation [23]. Subsequently, we defined metrics of quality of
use and weighted according to the studied reality. The evaluations of these metrics
started from the definition of the evaluator (independent technician) and the scenario of
the control tests in the main and secondary servers.

VI. RESULTS AND DISCUSSION

A. Results of EFSS

The JMeter, Cacti, and Mrtg tools evaluated the performance of each implemented
EFSS, to obtain concrete results on homogeneous samples. Subsequently, the EFSS
that generated the best results was subjected to the routine Shell script developed within
the test servers. The routine monitored the main instance and executed backups in the

secondary instance.
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The results focused on three elements: (a) the total and mean (u) performance time
used for all samples requested with a certain number of concurrent users; (b) concurrent
users supported by the EFSS before collapsing; and (c) performance aspects in the
server processor. In this way, Figure 5 shows the mean (u) time (in seconds) that the
EFSS took to execute the set of assigned requests; Figure 6 shows the number of
concurrent users that the EFSS supported when executing the assigned requests;
Figure 7 depicts the average CPU consumption of each EFSS after 1, 5 and 15 minutes
of execution; and Figure 8 details the average consumption of RAM memory for the

execution of 6000 assigned requests.
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Nextcloud was the EFSS with the best response rate, with a mean (u) response time per
request of 60 ms. Likewise, the number of defined users demonstrates the EFSS
behavior for each group. Nextcloud maintained its response time, while Pydio increased
considerably its response times as the stress test ran. Regarding the tolerance of
concurrent users, Seafile was the first EFSS that did not support the stress test, with a
number inferior to 2300 concurrent users downloading a 500 Kb file. In contrast,
Nextcloud had a greater tolerance with the load of 10603 concurrent requests,
maintaining the response time in all the scenarios. Finally, Pydio responded to no more

than 10500 concurrent users with an equitable response time for each user group.

B. Usability of the routine




When selecting metrics on the Quality of Use, we used log monitoring applications on
the main processes of the routine. The results showed that the developed routine meets
the requirements and generates a high degree of satisfaction (Table 3). These results
come from the following metrics: (a) Effectiveness; (b) Efficiency; (c) Satisfaction, and
(d) Freedom of risk.

TABLE 3

VALUATION OF THE USABILITY OF THE ROUTINE

Quality Quality of the Score level Degree of satisfaction
routine

Use 9,00 Meets the requirements Very satisfying

C. Discussion

The data indicate that Nextcloud performed remarkably better than its competitors,
which have restricted certain modules and have a technical team under a business
structure, instead of community and educational features such as those found in
Nextcloud. On the other hand, the lack of a module that allows synchronizing the
instances in Nextcloud was notorious. This motivated the implementation of a routine
that added this feature, which we later verified in terms of functionality and usability,

yielding very satisfactory data (Table 3).

In general, the test plan contemplated three clearly differentiated milestones. The initial
phase corresponded to the preparation of the necessary environment, and the
implementation and configuration of the necessary tools. The next phase was the
execution of the control tests, following the designed plan. The final phase was the data
analysis, in which all the data obtained during the previous executions were studied to
present them in such a way that they provide as much information as possible. From

there, we proceeded to develop a routine to synchronize and remove the backup



instance, product of the absence of this functionality in Nextcloud. The concept tests
were carried out and the usability was evaluated. As a final product, the Disaster

Recovery Plan was elaborated.

The opportunities found in Nextcloud are based on the nature of the project, which is
completely open source, allowing us to detect a growth opportunity and thus develop a
Bash routine to offer the continuity of storage and synchronization services. However,
this implies a future development, which allows incorporating an emergency module

and/or continuity in the configuration panel of the EFSS.

VIl. CONCLUSIONS AND FUTURE WORK

In the present study, we configured three computational clouds EFSS under free
licensing, and evaluated them guantitatively by measuring the time they used to respond
all the requests and each individual request, as well as the number of concurrent users
supported and the consumption of CPU and RAM resources. The results of these tests
determined that Nextcloud is the best EFSS to implement in an educational scenario,
taking into account the impact it generates and its real-time collaboration features.
Subsequently, and given the absence of a synchronization functionality of Nextcloud
instances, it was necessary to develop a routine that allows business continuity in the
face of a disaster. This routine and subsequent Disaster Recovery Plan were prepared
based on the ISO/IEC 25000 and 22301 standards. As future work, we plan to include
the routine as a back-end package within the EFSS, for its implementation in GNU/Linux

distributions.
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